
Name Greensand Health Centre Name Pam Ashe Name
Juliette Norton - Business 
Partner Name

Victoria Randall - Head of 
Operations Name

Dr Jupiter Knee - Partner 
GP Name

Sarah White - IT Lead / 
Digital & Transformation 
Lead

1. Data Item 1a. Third Party Details {if applicable e.g. 
DPIA}

2. Personal Data Category 3. Data Subject (e.g. Who's 
information is it)

4. Data Format
5. Is the information being 
transfered into or our of 
the the organisation?

6. Where is the Data 
received from (in) or 
Transferred to (out)?

7. Is the Data transferred 
outside of the EEA?

8. {only if Yes for 7} Detail Measures taken 
to protect Data

9. How is Data transferred 
into or out of organisation? 

10. Description of why the data is 
being processed

11. Lawful Basis for 
Processing (Article 6 
Provision)

12. Is the Data Special 
Category?

12A. (if yes to 12) What is 
the Data?

13. Legal Basis for Processing 
Special Category Data (Article 9) 
or Criminal Records Data (DPA 
2018)

14. Link to/Location of 
Consent Form 

15. What Proceedure(s) Has been put in place to 
ensure Data Security? {Information sharing 
Agreement, Log In Required, Secure Online 
portal, Staff Email Address linked to UPN etc.}

16. How Long is the Data retained for? 
(this should match your record retention 
schedule)

17. Date of Last Review of 
Processing Activity (at 
least annually)

Next Review Due
18. Last change to Legal 
Basis for Processing

19. Who is responsible for 
the data item {information 
Asset Owner}?

20. Has a Data Protection 
Impact Assessent (DPIA) 
been completed? 

21. Is this an Active or 
Inactive process? {mark 
inactive if the data process 
is no longer happening}

DCB0160 & DCB0129

Medical Record 3-c Manager (Resource Publisher, Folders, 
Protocols)

Health & Care Service User Digital Out Allied Health Professionals No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(e) Public Task No
Provision of Health &Social Care

n/a Secure Transit, Audit Not stored 20/06/26 23/04/2027 n/a DPO No - Not required Active N/A

Employee Data Agilio TeamNet Personal Employee Digital Both Employee No n/a Online Portal Legal Requirment to provide all 
employees with payslips

6(1)(c) Legal Obligation Yes

Bank and financial details, 
Ethnic origin,  Could 
include religion and 
physical or mental health 
notes if relevent 

Employment n/a Online Portal, Secure Log In, Contract, Role based 
controls, Contract, Staff Training

Not stored 24/4/26 23/04/2027 n/a IG Lead No - Not required Active

N/A

Patient Data Anima (CONTINUUM HEALTH LIMITED ) Health & Care / Personal Service User Both Both Allied Health Professionals Yes ICO registered, secure encryption and DSTP Secure Encrypted System Informs and Supports Care 
Provider

6(1)(a) Consent No Provision of Health &Social Care n/a Encryption, Secure Log In, Role based controls, 
Contract, DPA, Audit, Staff Training

All records held by the Practice will be kept 
for the duration specified in the Records 
Management Codes of Practice for Health 
and Social Care.

24/4/26 23/04/2027 n/a IG Lead Yes Active

yes

Employee Data APEX Personal Employee Digital In Allied Health Professionals No Secure Encrypted System Data Allows Nationwide Analytics 6(1)(b) Contract Yes
Genetic data and 
biometric data (for 
identification)

Employment n/a Secure Log In, Role based controls, Contract, DPA, 
Audit

Not stored 24/4/26 23/04/2027 n/a DPO Yes Active
yes

Patient Data
Apollo Health 

Health & Care Service User Digital In Service User No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(e) Public Task No Provision of Health &Social Care n/a Secure Log In, Role based controls, DPA, Staff 
Training

Not stored 12/6/26 23/04/2027 n/a DPO No - Not required Active n/a - KCC Procured

Employee Data
Asset Tiger

Personal Employee Digital Out
Asset Tiger

Yes Online Portal, Password Protected, 
Agreement, First Names Only 

Online Portal Informs and Supports Care 
Provider

6(1)(b) Contract No n/a Secure Log In, Staff Training Not stored 20/06/26 23/04/2027 n/a IG Lead No - Not required Active N/A

Patient Data
Astrazeneca Interface

Health & Care / Personal Service User Digital Out Allied Health Professionals No Secure Encrypted System Data Allows Nationwide Analytics
Other Legal Basis

No
Provision of Health &Social Care

n/a Secure Log In, Role based controls Not stored 17/6/26 23/04/2027 n/a DPO Yes Active
yes

Medical Record Athena PCN Health & Care Service User Both
Both

Various - see Apex, KMCR, 
Docman, EMIS per product

No Various - see Apex, KMCR, 
Docman, EMIS per product

Various - see Apex, KMCR, 
Docman, EMIS per product

Various - see Apex, KMCR, 
Docman, EMIS per product

Yes Various - see Apex, KMCR, 
Docman, EMIS per product

Various - see Apex, KMCR, 
Docman, EMIS per product

Various - see Apex, KMCR, Docman, EMIS per 
product

Various - see Apex, KMCR, Docman, EMIS 
per product

22/5/26 23/04/2027 n/a IG Lead Yes Active
yes

Patient Data Better Letter Health & Care Service User Both Both Allied Health Professionals No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(e) Public Task Yes
health / Genetic data and 
biometric data (for 
identification)

Provision of Health &Social Care n/a
Encryption, Secure Log In,Online Portal, Role 
based controls, Contract, DPA, Audit, Staff 
Training

CONTRACT ENDED 24/4/26 24/4/26 n/a IG Lead Yes - ISG and Teamnet Inactive
N/A

Patient Data
CardioVisions

Health & Care Service User Digital Out Allied Health Professionals Yes Online Portal Informs and Supports Care 
Provider

6(1)(a) Consent No
Provision of Health &Social Care

n/a Secure Log In, Staff Training, Online Portal, Audit Not stored 20/06/26 23/04/2027 n/a IG Lead Yes Active
yes

Patient Data Docman 10X Health & Care / Personal Service User Both In Allied Health Professionals No MESH Informs and Supports Care 
Provider

6(1)(a) Consent Yes
health / Genetic data and 
biometric data (for 
identification)

Vital Interests n/a Secure Log In, Role based controls, Contract, Staff 
Training

Not stored 23/04/2027 n/a DPO Yes Active

n/a - Legacy System

Patient Data Doris Health & Care / Personal Service User Digital Out Employee No E-Mail Informs and Supports Care 
Provider

6(1)(e) Public Task No Provision of Health &Social Care n/a Secure Log In, Role based controls, Contract, Staff 
Training

Not stored 24/4/26 23/04/2027 n/a DPO Yes Active
yes

Patient Data Eclipse Live Health & Care Service User Digital Out Allied Health Professionals No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(e) Public Task No Public Health n/a Secure Log In, Role based controls, Contract, DPA, 
Audit, Staff Training, Direct Access 

Not stored 24/4/26 23/04/2027 n/a DPO Yes Active
yes

Care Plans EMIS Recruit Health & Care Service User Digital Out Allied Health Professionals No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(e) Public Task Yes
Can include health data 
around sexual life, racial 
origin on some documents

Provision of Health &Social Care n/a Secure Log In, Staff Training, Audit Not stored 20/06/26 23/04/2027 n/a DPO No - Not required Active

yes

Patient Data Engage Health Care (Check In) Personal Service User Digital In Service User No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(a) Consent No Provision of Health &Social Care n/a Contract, Staff Training Not stored 24/4/26 23/04/2027 n/a DPO Yes Active
yes

Patient Data EVAD (Focus Group) Personal Employee Digital
n/a Various

No Secure Encrypted System
N/A

6(1)(e) Public Task No Employment n/a Contract, Staff Training, Role based controls, 
Secure Online portal

Not stored 22/5/26 23/04/2027 n/a IG Lead No - Not required N/A
yes

Patient Data Healthcare Monitors Health & Care Service User Digital Both Allied Health Professionals No Online Portal Informs and Supports Care 
Provider

6(1)(e) Public Task No Provision of Health &Social Care n/a DPA, DSPT, Online Portal, Secure Log In, Contract, 
Role based controls, Contract, Staff Training

All records held by the Practice will be kept 
for the duration specified in the Records 
Management Codes of Practice for Health 
and Social Care.

22/5/26 23/04/2027 n/a IG Lead Yes Active

yes

Patient Data Healthtech1 Health & Care / Personal Service User Digital In Service User Certain Data

A number of non-sensitive data items would 
be processed by sub-processors outside of 
the UK, specifically in the United States of 
America (“US”), for instance to send 
notification via emails to individual practices.

Online Portal To accept or refuse admission 6(1)(a) Consent Yes
Includes ethnicity, Racial 
Origin, Religion if stated, 
Health Records

Explicit Consent n/a Transfer Impact Assessment, Secure Online 
portal, Role based Controls, DTAC, Staff Training

A number of non-sensitive data items 
would be processed by sub-processors 
outside of the UK, specifically in the United 
States of America (“US”), for instance to 
send notification via emails to individual 
practices. 45 days.

24/4/26 23/04/2027 n/a IG Lead Yes Active

yes

Medical Record Heidi Health Health & Care Service User Digital In Allied Health Professionals No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(a) Consent No Provision of Health &Social Care n/a Secure Log In, Staff Training, Protocol Not stored 24/4/26 23/04/2027 n/a DSO Yes Active
yes

Patient Data
HikVision

Personal Service User / Employee / 
Third Party Health Care

Digital In Surgery Server No Online Portal Legal requirement under Mental 
Capacity Act 2005

6(1)(c) Legal Obligation No
Vital Interests

n/a Secure Log In, Staff Training, Audit, Online Portal 2 years 20/06/26 23/04/2027 n/a IG Lead No - Not required Active N/A

Patient Data Horizon Contact Personal Service User Digital In Service User No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(e) Public Task No Provision of Health &Social Care n/a Contract, Staff Training, Role based controls, 
Secure Online portal Stored within phone recording for 60 days

22/5/26 23/04/2027 n/a IG Lead Yes Active
yes

Patient Data
ICE Pathology

Health & Care / Personal Service User Digital Out Local Hospital No Online Portal Informs and Supports Care 
Provider

6(1)(a) Consent No
Provision of Health &Social Care

n/a Secure Log In, Role based controls, Staff Training, 
Secure Transit

Not stored 17/6/26 23/04/2027 n/a DPO No - Not required Active n/a - ICB Procured

Medical Record iGPR Health & Care / Personal Service User Digital

Both
Patient / Organisations / 
Healthcare 

No Online Portal Informs and Supports Care 
Provider

6(1)(a) Consent Yes

Can included Sexual life 
and Physical health, 
Mental Health, Ehnicity, 
Religion etc. Explicit Consent

n/a Secure Log In, Role based controls, Staff Training, 
Secure Transit, Online Portal, Audit

Not stored 17/6/26 23/04/2027 n/a IG Lead Yes Active

yes

Patient Data INR Star Health & Care Service User Digital In Employee No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(e) Public Task No Provision of Health &Social Care n/a Secure Log In, Role based controls, Contract, Staff 
Training

for the retention of health records 
(https://www.bma.org.uk/advice-and-
support/ethics/confidentiality-and-health-
records/retention-of-health-records).

24/4/26 23/04/2027 n/a DPO Yes Active

yes

Patient Data iPlato Heatlhcare Health & Care / Personal Employee Digital Out Service User No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(a) Consent No
Can use health data 
around sexual life, racial 
origin on some searches

Vital Interests n/a Secure Log In, Role based controls, Contract, DPA, 
Audit, Staff Training, Direct Access 

Not stored 24/4/26 23/04/2027 n/a DPO Yes Active

yes

Employee Data IRIS (Kashflow) Financial Employee Digital Out Employee No n/a E-Mail Legal Requirment to provide all 
employees with payslips

6(1)(c) Legal Obligation Yes

Bank and financial details, 
Ethnic origin,  Could 
include religion and 
physical or mental health 
notes if relevent 

Employment n/a Staff Email Address linked to UPN Not stored 24/4/26 23/04/2027 n/a IG Lead No - Not required Inactive

N/A

Patient Data JiffJaff - MyBot GP Health & Care / Personal Service User Digital In Allied Health Professionals No Secure Encrypted System Informs and Supports Care 
Provider

6(1)(e) Public Task No Vital Interests n/a Contract, Staff Training, Role based controls, 
Secure Online portal, Audit

Not stored 22/5/26 23/04/2027 n/a IG Lead Yes Active
yes

Employee Data IRIS (My E Pay Window) Financial Employee Digital Out Employee No n/a E-Mail Legal Requirment to provide all 
employees with payslips

6(1)(c) Legal Obligation Yes

Bank and financial details, 
Ethnic origin,  Could 
include religion and 
physical or mental health 
notes if relevent 

Employment n/a Staff Email Address linked to UPN Not stored 24/4/26 23/04/2027 n/a IG Lead No - Not required Active

N/A

Needs Assessment Joy App Health & Care Third Party Digital In Allied Health Professionals No Online Portal Informs and Supports Care 
Provider

6(1)(c) Legal Obligation No Public Health n/a The data stored on media encrypted to the 256-
bit AES standard.

Not stored 22/5/26 23/04/2027 n/a DPO Yes Active
yes


